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Dear customers,

First Investment Bank (Fibank, the Bank) provides you with a high level of protection and security when
accessing and using My Fibank Mobile Application (My Fibank). In this regard, you are kindly requested
to read and comply with the following Security Measures.
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BASIC PRINCIPLES AND RECOMMENDATIONS

1.

2.

10.

Change your password after initial login to the Mobile Application.

Use a so-called "strong" password that contains a combination of uppercase and lowercase
letters, numbers, special characters, and has a length of at least 8 characters. Do not use any of
the following as a password: names; birthdates; consecutive numbers/letters (12345, abcd,
etc.); repetitive characters (aaa, 111, etc.) Change your access password periodically.

Do not use the same password for access to different platforms and profiles in your digital
banking, email, social networks and others.

The username must contain only Latin letters and numbers, and be between 6 and 24 characters
long. Use a longer username that is not related to your first or last name.

Do not provide your username, password or Mobile Device to third parties.

Do not store your username, password or PINt on paper or any other durable medium, including
in electronic form.

If you receive a message or are otherwise notified of an extraordinary change in the way of login
and identification in My Fibank, or receive a request to provide your card data, do not take any
action and immediately notify the Bank.

When terminating work in My Fibank, use the "Exit" button to end the session.

Use the most up-to-date operating systems and software products. Do not use Beta versions of
operating systems and/or software products.

Regularly and carefully review the notifications you receive. If you receive a message or are
otherwise notified of an extraordinary change in the way of login and identification in My Fibank,
or receive a request to provide your card data, do not take any action and immediately notify
the Bank at the following telephone numbers:

+302103006303
+ 359 24861001

MEASURES AGAINST PHISHING THREATS

11.

Be careful when receiving suspicious messages in your email (so-called phishing). Phishing is a
fraud attempt where malicious individuals intentionally mislead users into revealing personal
information, login and identification data or other confidential information, opening links,
entering passwords, usernames, or one-time codes sent to the phone as a message, etc. If
successful, they can penetrate your digital banking account, which can lead to withdrawal of
funds or other negative consequences.

a) Characteristics of phishing emails

they often request personal information for various reasons (e.g. technical support, suspended
account, inactive account, updating bank data, renewing services, confirming a banking
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13.

14.

15.

16.

17.

18.
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account, updating data, adding security, etc.). Fibank never requests such information.

even if the sender ("From:") field shows Fibank, this does not guarantee that the received email
is from the Bank.

They usually contain a mismatch between the sender’s domain and the one in the links.

they contain "urgent" warnings that can alert you to potential fraud, such as: "Account is
blocked", "Your account has a problem", "If you do not complete the process within 24 hours,

your account will be blocked permanently"”, "Important message", "Confirm your account",
"Important step to continue using Fibank services", etc.

they contain links for entering and confirming personal and banking information. Do not click
on these links, Fibank will never ask you to enter information in a link sent via message.
Notifications from the Bank may only contain documents that are opened without entering
personal information, for example in case of changes to the Tariff or the General Terms and
Conditions.

Attached files
Do not open or save attached files from suspicious emails.
Requests for confidential information

First Investment Bank AD does not request sending PINs, passwords or other confidential
information via e-mail.

Do not follow instructions from messages requesting you to call a specified phone number
and share credentials.

Be especially careful when entering financial or other personal information on websites,
especially blogs and social networks such as Facebook. Check the authenticity of the site and the
security of the communication protocol.

EASURES FOR MY FIBANK MOBILE APPLICATION:

To gain access to your account in My Fibank Mobile Application, you need to activate the Mobile
Application on your Mobile Device by following a step-by-step process determined by the Bank,
which applies strong customer authentication.

My Fibank Mobile Application can be found and downloaded to your Mobile Device (phone,
tablet, etc.) from the official mobile application stores: Google Play (Android), AppStore
(i0S/iPad 0S), and AppGallery (HarmonyQOS). The minimum operating system requirements are
Android OS v.8.0, or iOS 16.0.

Remember your PINt code. Do not write it down on paper, or store it in the memory of your
Mobile Device.

For greater security, we recommend using biometric data such as Fingerprint or Facial
recognition (Face ID) for login and identification, as well as for confirmation of electronic
transactions in the Mobile Application.

Do not enter or store biometric data of other persons on your Mobile Device.

Change your PINt code periodically.
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20.

21.

22.
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Do not set a PINt code that is too easy. Avoiding simple digit combinations, or combinations
related to your date or year of birth.

Carefully read the texts of SMS messages or push notifications sent to you by the Bank. Before
entering a code received from the Bank, check the action to which that code refers. Do not enter
the code if you do not recognize the action as yours. Before confirming a payment transaction,
carefully check the messages containing information about the transaction amount and
currency, as well as the accounts of the payer and recipient. If you are in doubt or receive a
message containing an action that you do not recognize, do not perform any further steps for
confirmation, such as providing codes or passwords. Immediately contact Fibank.

For security reasons, the Bank informs its customers, via e-mail or SMS notifications, whenever
the Mobile Application is activated on a new device. Be vigilant! In case you receive a message
about activating your Mobile Application on a device that you do not recognize, immediately
contact the Bank at the phone numbers indicated above, as well as in the General Terms and
Conditions for My Fibank Digital Banking.

You may change the duration of your sessions in the Mobile Application from the "Profile",
"Session timeout" menu, depending on the type of transactions you wish to perform. Do not set
an unreasonably long duration.

You may change the manner of login and authorization for using the Mobile Application and
performing all kinds of transactions from the "Profile", "Login and authorization policy" menu.

Use the "Profile", "Notifications" menu to set the types of push notifications you wish to receive
regarding your payment transactions and/or other reference information, so that you are always
informed and can promptly react in case of suspicious activity with your account.

MEASURES WHEN USING YOUR MOBILE DEVICE

25.

26.

27.

28.

29.
30.

Set up additional protection on your Mobile Device such as unlock password, facial recognition,
fingerprint, gestures, etc., depending on the model and type of the device. This way you will
increase your security in case of loss or theft of the device.

Do not allow the use of your Mobile Device by third parties, including children, parents and
spouses. Do not store third party biometric data on it.

In case of loss/theft of the Mobile Device, contact the Bank to block your account in My Fibank
Mobile Application.

If you suspect a hacker attack or theft of data, including passwords/PINs or usernames,
immediately notify the Bank.

Do not install or not use software/applications of dubious origin.

Always update the operating system of your Mobile Device to the latest possible version. With
these updates manufacturers eliminate vulnerabilities discovered in earlier versions of the
system. Strictly follow the manufacturer's instructions.
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Do not use for digital banking mobile devices that have been “rooted” or “jailbroken” in order
to provide super-user or extended rights. Such devices may enable malicious parties to gain full
and unauthorized access to the data stored on them.

THREATS IN THE AGE OF ARTIFICIAL INTELLIGENCE

32.

33.

34.

35.

As technology advances, malicious parties are using new social engineering methods, including
manipulated calls and audio-visual messages.

Be careful when receiving calls that sound strange or use robotic or unnatural voices. Modern
technologies such as “deepfake” allow for high-fidelity voice imitation. If you receive a call that
requires confidential information or access to your accounts, disconnect and contact the Bank
directly.

As stated above, Fibank does not ask customers to provide passwords, user IDs, service access
codes (e.g. to My Fibank), PIN codes, bank card numbers or other confidential information.
However, malicious parties increasingly use advanced technologies and artificial intelligence
tools to deceive potential victims. Audio-visual materials from the Internet, such as photos and
videos from official events, allow them to recreate a believable video of a close relative, or of a
bank officer such as the CEO, in which they ask users to provide information. Pressure is typically
exerted by creating a sense of urgency. Although artificial intelligence generates almost exact
facial likenesses, it is not perfect and there are ways to recognize a video made with artificial
intelligence.

Al-generated images have telltale “artifacts”, such as unnatural movements or expressions on
the face of the person whose identity has been faked, or wrong number of fingers on the hands.
Artificial intelligence models used for synthetic media generation often have difficulty with these
subtleties and may distort smiles or place more or less fingers on the hands, provided the visual
material contains such frames.

These Security Measures have been published on the Bank's corporate website at www.fibank.gr.
They may be updated as necessary, so customers should periodically review them.

Stay informed.


https://www.fibank.gr/

